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Introduction:

Supporting specialised skills development: big data, Internet of Things (IoT) ars®cyhigy for SMEs

is a twoyear initiative, initiated by the European Commission and the Executive Agency for Small and
Medium-sized Enterprises (EASME), and managed by a consortium of Capgemini Consulting,
Technopolis Group and the European DIGITAL 3IMEc&. This initiative aims to analyse and support
{a9aQ aiAatfta RSOSEt2LIVSyid F2N) 6A3 RIEGIETZ L2¢ FYyR
roadmap and monitoring mechanism that can help SMEs to advance skills development in the
aforementionel areas.

The consortium initiated a comprehensive data collection on the st&@ay of major technological

and market trends concerning big data, IoT, and cybersecurity and theufabg SMESs in Europe as
well as the strategies, policies and initi&ivin the EU and the United States related to this subject.
This leads to preliminary insights on the extent to which SMEs are able to adopt new technologies,
their skills needs, the barriers they face and how they approach skills development.

A series oéxpert workshops are organised within the context of this initiative to validate findings and
to collect input for the design of a shared vision on skills development for SMEs. This workshop was
the fourth in a series of six, and its conclusions are summarised in this report.

The purpose of the workshop was to validate the key findings of the interim report in discussion with
experts in the area of cybersecurity, 10T and big data and to gain new infigiitsbest practice

examples. The fourth workshop focused in particulaip®e& 6 SNE SOdzZNA G& o6& aK2s0!I &
{ a9 ¢ | 2fRg daty through three best practices ranging from regional governsmehistry-

academia collaboration to European pulbidvate partnership tainiversity collaboration.

SebastianoToffaletti, Secretary General @uropeanDIGITAL SME Alliances the host and co
organiser of the workshop, welcomed the participants and set the scene for the discussion. He pointed
out that SMEsseem tohave generally understood the need to upskiliber threats are a threat for
business continuityThefinancialdamage caused by cybattacks can have a profound impadtis
evenestimatedthat 60% of (US) SMEs that were victims of cyberattacks did not recover and had to
shut down within six monthgd main motivaton to skill up inthe area of cybersecuritghould thus be
survival and this could perhaps servelegerageto increase the skills levefurther, the European
Commission pointed to the outcomes of tReture of Work conferencand thework of the Highlevel

group on the impact of the digital transformation on EU labour markets. Further output should be
expected from those initiatives in the near future. The aim of all the programmes and ongoing
initiatives is to feed into the new financial framework of the EU to support a joint vision and roadmap.

State-of-play regarding skills development by SMEs on Cyketsity, IoT and

Big Dataunderstanding barrierghat hinder skills development

After a tourde-table to allow participants to introductions and a general introduction of the initiative,

the project leadNiels van der Linden (Capgemini Invent) introduttezlagenda of the day (annex 2).

Then he presented the opportunity analysis, current stafig@lay as regards adoption of these
technologies by SMEs and a comprehensive analysis of barriers that are currently preventing SMEs to
deliver on the potential ofthese technologies. This presentation resulted in a vision statement and
seven key lines of action that need to be further detailed in a roadmap moving forward.

Towards a visioan skills developmenth SMEss regards Cybersecurity, loT and
Big Data

It is important to realisehat skills developmenis part of an underlyingtrategicapproach why the
adoption of these technologies is beneficial for a company, where/how it should be apptiedow
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this capability could be developed over time. Frdmttdecision, it becomes relevant to understand
which competences are needed to build that capability, who should be carrying out a role, and if there
are employees that are qualified to take up that role.

Figurel. Vision staterant andoverall supporting measures needed

Enabling the increasing adoption of cybersecurity, big data, and internet of
things by European SMEs via support measures that structurally enhance the
supply of necessary skills and facilitate organisational development.

Supporting measures are needed as regards:

» Strategy development within SMEs re big data, IoT and cybersecurity
» Structured skills development in SMEs (tools and assessments)

» Strengthening SME ecosystems

» Improving access to guidance and training

» Tailoring education and training to SMEs’ needs

» Decreasing financial constraints

» Increasing supply of resources

For each of the seven supporting measures, the consortium brought forward specific actions required
to realise this ambition. Each action tackling one or more of the current barriers that hinder SMEs in
adoption of these technologies and skills developmehede actions can be found in the Annex of this
report and in the presentation that is onlinkttps://www.digitalsme.eu/skills_publications/

We explicitly ask participants to further share their views on these roadmap actions and the vision
statement Please contactiels.vander.linden@capgemini.cam

During the lively discussion, several points were made to further strendtiesfollowing

1 Onskills developmentKU Leuven raised the point that soft skills are very important for those
with ICT skillsvhile EuroCommerce mentioned that we need to stdrétliscussion already in
early education.

1 Regarding thavailability of resources in SMgirticipants pointed to a structural problem:
Only relatively larg&ME canafford having one full time staff doing ¢Tif they are smaller,
they willoutsource.Several participants raised the point that SMEs cannot be forced to train
their workers, as they do not have the resources to do so. Employees already need to be
skilled when hiredAs a provider of specialised training courses, Data Science
Academy/University of Southampton stated that it was challenging to find people willing to
sign up to training courses, despite the evident skillsgek of resources could be an
explanation.

1 On theavailability of training ocertification in cybesecurity amainfocus is traditionally to
work on the demand sidei.e. how to convince SMEthat they need to strengthen
cybersecurityHowever participants also stressed the importance of the sumitiec e.g. an
expensivecybergcurity trainingis a heavy burden foSMEs Means should be sought to
compensate (either the providers of the training or the SMESs).

1 Further, the participants pointed out thaecurity does not generate mone$$MEs will not be
interested in cyber securitgs such, but they want to know about productivity. Thus, cyber
security needs to be presented rather as a means to a solgtinare investment in increasing
productivity. This would require a change in the narrative.

1 As apractical examplef howaninitA I G A S O2dzZ R 0SS € Ay BtiSRNgli2 &3S
Platform Bétatechnieprovidedhandson examples of pilot programme interventions done in
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The Netherlands working with practical support on digitalisation and automatisatie..
with helpdesk support to reducthe barriers for employers to learand providingconcrete
adviceto increase labour productivity, e.g. of a hairdresser salon bylsiraolutions like
having a website to manage customers (deps://www.pbt-netwerk.nl/).
1 In the discussion, participants brought severalother solutions to raise more awareness or
change the narrativeOne solution: Take managers along to cyber trainitmsnsure that they
undergand the issues at stake and not only their staff dgebich works well in Skillnet
Ireland) Another solution: Improve access and strengthen -sgstem, including, e.g.
insurancecompaniesor accountantsas they have regular contact with SMEs aad help to
trigger awareness
f Change of narrativeiad Y I NJ_Sdlufioyf B.§. follow example éfinlandfree courseon Al:
this had a largly positive impactnd could also be dorfer cybersecurityand the impact could
be large if done together with medig. KS F2O0dza akKz2dZ R Ay Fyeé OFas
fSIR 0& SEFYLXS FYR YAIKG 068 ot S (i OKSB@a@ndy O
9 One participant brought up the topic of changing the approach from a skill focus to a more
general strategic approach developing tmaustry: A European ICT industry could buitd
own capacity by e.gutning to Linuxinstead of relying mainly on imported solutions.

Pragmatic approaches for better information security skills
A presentation bysteffen Mauey Chief Information Security Officer at MoveTech

Steffen Mauer shared his experience as Chief Information Sgcifficer at MoveTech, an IT security

{a9 olFaSR Ay DSNXlyes gKAOK Oly 06S O2yaiaRSNBR |
former hackers and provides with their customers with a pragmatic approach through-tkoavirom

the actual hacker scenddis main messages included to focus not on creating more standards, but on
successful implementatioand application of existing cybersecurity standar@arther, he criticised

0KS TF29pzdi NBW R&¢ AyadSEFER 2F NDobfervationg aiz praptitionera SR 2
and expert, he developed five necessary steps to improve cyber security:

Necessary steps for improved cyber secourily

ACTION DESCRIPTION

n Tesh ariish T Teslveitt SME's must be forced to let their infrastructure be tested from a third party not only on paper but
stagains technically through hacking. Some kind of Pentest Regulation is needed for this.
H Skill devel t Hackers must be hired where they are. Skill development must be done from hackers to potential
RLCENE ORIel security experts. (The first action will feed the second)
s ity by desi Make it natural for developers and IT-Administrators to implement and use security. l.e. standards,
n SCHVBYICESIO programming libraries and default configurations. This can be done by building a task force for this.
3 te S it Information security is completely different to software development and it-administration. It needs
n eSSy other skills and another approach of thinking. Regulation like within the GDPR is needed for this.
Stob hypi We are where we are, because people used rationality and knowledge to improve their environment.
B SENYEIO Please use the same technics within technology.

IT-SECURITY
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Moreover, he pointed to an important distinction that should be made between traditional IT and
information security, as those two areas should bparate, but often are not:

‘Two sectors: information technology and information security

Production Quality Assurance
IT-ADMINISTRATION IT-SECURITY
BDSG / GDPR Infrastructure / Configuration ISMS /ITSB 7/ PT

IT-SECURITY

Furthermore, in his conclusion, Steffen developed a general vision ohgogyber security skills gap
and cyber security resilience in society could be enhanced via measures across education, economy
and politics.

Somefurther points raised in the discussion:

T

T

Alot of standardsn ICT security and cyber secuafe alreadyavailableg so no need for new
standards but on getting the agbtion right, also with tailored ones for SMEs.

Realworld hackerst NB vy 2 § SoghigaHowdibs taken into account in the recruitment
process and for the work environment. Cyber security requires a different mirasts and
companies in general should work withchonus systerdh 2 NJ Ot@ katkSsitsieds.
Recruiting could atsbe done from the darknet, but also at universities as there are many
students who are interested in ICT, but perhaps do not see the interest in cyber sgetrity
Another optionto tackle the cyber security problewould be to move towards regulation
similar to GDPR. However, regulation would impose additional burdens on those companies
who are already the victims. Thus, this is perhaps not the right approach, rather sonléting
the open industry exposure as inglaviation industry could be useful.

Important to integrate women and disadvantaged groups in the pool

The pool of cybersecurity talent is larger than we think: for some rolesitaph talent is just
y2i NBIdzA NSRT ( K &ad beltdppdl into dafeg albibedScyfity aptitids tgsii Q
¢ as the example of Skillnet Ireland shows.

For a more holistic approach, one could follow a mdikel mitre.org n US which feeds into

a pool of experts.

Hacker contests in early education would be usefutontests bringing young people closer

to IT related activities in general (e.g. assembling PCs, building their own equipment).

Concrete actions for developing data skills within SMEs



Presentation byErnestina Menasalva&Jniversity of Madrid and Leanf Big Data Value Association (BDVA) Task
Force 9: Skills and Education

Ernestina Menasalvas presented ongoing work of the Big Data Value eCosystem Project (BDVe) project
in collaboration with the BDVA Skills Task FoBigVe provides coordination and sgt for the

current and future H2020 projects within the Big Data Value P#blicate Partnership (BDAVAhe

goalof BDVA i provide a framework for the recognition of skills in data scieBerestina explained
government structure of th8DVA andhow it is set outo develop an Innovation Ecosystehat will

enabk adata and Aldriven digital transformation in Europe.

BDVA Governance

EUROPEAN COMMISSION

Contractual Agreement/ Grand Agreements
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Association projects Beneficiaries
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up
— Pgiif_" L Stakeholder Platform
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Presidents Board of Direch
L Technology Committee
I Secretary General l Steering Committee User/ Advisory
(Secretariat Board
| Progammeeme || pr1EWe | | owere |
. J s
( Other Stakeholders ]

Ernestina stressed th&DVe cannot transform the Skills and Education landscape of Europe alone,
thus a key principle gdroject is a strong emphasis on collaboration with existing initiatives to build on
their progress and work in partnershiphe projectinks National BDV Centres of Excellence to foster
collaboration and support the establishment of new centres. To providgetad access to offerings
concerning European universities' data scientist and data engineering programmes, the Big Data Value
Education Hubvas establishedb facilitate knowledge exchange on educational programmes



Among theconcrete initiatives and prefts,BDVe is developing a framework for recognised skills for
big data professionals on the basis of badges, which can be integrated in CVs, LinkedIn, etc.:

What is a Badge?

Badges are images that can be included in curriculum, uploaded to
platforms like LinkedIn, and shared in social media. They also contain
meta-data to allow:

Recipient
* The online verification of their authenticity and Badge_' N_ame
ownership Description
* Links to information regarding requirements to Criteria
receive the badge
* Details regarding the organization who issued the Iss‘uer
badge Evidence
* Access to evidence of the acquisition of skills Date Issued
* When the badge was issued and when it expires E)(pl res
Standards

Asbadgesanhelptos YL A F& (GKS S@IFfdzr GA2y 2 Fhisbringshénefi@l y RA R
to SMEs as they need to spend less resources and time on evaluation. Further, bifmgehe

comparison of candidates with different trainifgickgroundsto provide access to evidence of the
acquisition of data science skidlad facilitate the verification of credentiglamong others.

Some comments/questions raised during the discussion:

9 During the discussion, the relation of the data skill profiles, the different badgedGhd
profiles and the connection to the existinggCFframeworkwas discussed further. Further,
participants wanted to clarify if the issuing of the badges would betirto eCF profilesilt is
¢ as the work builds on the Edison project that also links-@Fe

1 The participants brought up the questiorthie capability of data scientistould be tailoredo
provide value from a business perspectiata scientist préles could be very general but
might only bring added value if such profiles also have knowledge on the specific industry
GKSNBE (GKS@QR tA1S (2 62 N)edthcdrdatedddd saeri@ss?i K S NS
A big challenge would kabout being businessavvyat the same time.

Big Data Strategy in Emilia Romagna
Presentation byNicolo PranziniASTERHigh Competences and Startup Unit

The big data strategy of the Emilia Romagna relies on a smart specialisation strategy based on th
analysis of the regional economy in the Emilia Romagna region, which relies on different sectors: agri
food (16,7 %), building and construction (18,8 %), mechatronics and transport (18,2 %) as well as
emerging areas with high growth potential (8,9 % Heahd weltbeing and 6,9 % cultural and creative
industries). The ASTER consortium brings together the regional governmiegtoBal universities as

well as research centres located in the region, and the regional system of chambers of commers.
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Reseath and competences in big data and artificial intelligence were identified as starting points for
policy innovation:

THE STRATEGY

v Enhance existing (research) infrastructures for economic and
social purposes

v'Create a favourable environment for the development of a
digital economy

v'Be a reference point in terms of infrastructure, skills and
institutional level at national and international level

T ER i s
B ASTER HngmneEmlha-anagna
This strategy would be implemented by creating the infrastructure, providing skills in human capital
and SMEs and following sdrategic plan supported by governance. The vision is led by the overall

GKSYS GFNRBY @2fdzyS G2 OFfdzS¢é3 (Kdza o6dzAf RAy3a 2y |
data analysis.
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The Big data InnovatieResearch Excellence {BEX) includesetting up apublicprivate center

assisting SMEs in adopting Industry 4.0 enabling technologies through technology advisory and
assessment, design and validation of innovative solutions, and training.

Some comments/questions raised during the disassi



1 The participants raised the question whetlf&MEsn the region actually understanghat big
data meansind what benefits it could have for their busineSimderstandinghe potential is
crucial

1 The presented strategy builds omramding the region asa big data hubg thus the
communication toad used can help them understarSMEs know they need to grow, so they
look for knowledgebut perhaps the real understanding and awareness is not there yet.

1 One further point raised was the relationship between the big dagatres and industry.
Currently, the strategy is built on academia and research, without strong links to the industry.
For instance, to build the structures of those data centres, it ises&ary to use micro
electronic components, which European players and industry does not produce. Therefore, a
lot of the funding invested in these types of initiatives might benefit large existing companies
from outside the EU, instead of strengthening tbeal or regional industry.

1 Micro-electronic fundingprogrammes could be a way to tackle this issue.

1 Another aspect discussed was thegional economy to benefit from thiss well as issues of
data qualityand involvement of smaller companies versus large players.

Data Market Services: tailored support for SMEs
Presentation byManuel Leon UrrutiaData Science Academy, University of Southampton

Manuel Leon Urrutia presented the initiatives of Universitysouthamptorand other partnersinder

GKS I 2NAT 2y Hnun LINRP2SOG a5k G al Ny} SG { SNBAOS&E
European Data Market by providing free support services to -datdric SMES and startups. To

overcome the barriers adata-centric SMEs and startups in Europe in data sKiésproject develops

entrepreneurial opportunities, helps overcome legal issues and standarightoRs to the provision
of free support services.
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To overcome the barriers of data-centric SMEs and startups in Europe in data skills, entrepreneurial opportunities,
legal issues and standarisation thanks to the provision of free support services for them.

¢ Data Market Services

The project has developed an integrated approach moving from scouting the SMEsfstatd
LINE GARAY I adzLILI2 NI ASNBAOSa (G2 KSf L) Ayceds#0d a3I2AY
network ofinvestors and support in the incubation phase, including mentoring and training.
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Some comments/questions raised during the discussion:
1 The discussion focused on how twég in reducing barriers in SMEs for continuous learning
91 Further, it discussed howig data could play eole to enhance effectiveness, e.g. tracking
how participating a course changeshaviorof studentsand examining if thgare more likely
to continue studyingf they succeed a certain course.

Conclusions & Next steps

Thevarious presentations offered ample room for discussion amongst the experts to further deepen
the insights of the current analysis as well as providing suggestions for activities in the coming months.
This has brought forward valuable input for the studyaat the same time participants were able to
exchange experiences and learnings to help their respective activities.

The next workshop will be a2l Juneand 19 September 2019 and the final conference of this project
will take place in October 2019.
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Annex A. Vision and supporting measures

Enabling the increasing adoption of cybersecurity, big data, and internet of

things by European SMEs via support measures that structurally enhance the
supply of necessary skills and facilitate organisational development.

Supporting measures are needed as regards:

+ Strategy development within SMEs re big data, IoT and cybersecurity
Structured skills development in SMEs (tools and assessments)
Strengthening SME ecosystems
Improving access to guidance and training
Tailoring education and training to SMEs’ needs
Decreasing financial constraints
Increasing supply of resources

1. Support strategy development to advance BIC- &
adoption by SMEs

Barrier Actions

Owners/management do not understand added value 1. Awareness. Stimulate initiatives that create sense
of urgency amongst SME owners/management as
closest to the SME as possible (local, regional
>various examples) + accountants/insurances

2. Awareness & methods. Build on public-private

Difficulty of bringi trat b tice ( t partnerships to stimulate innovation and new
fihculty oF bringing strategy to practice Lconcept, business maodels (eg AIOTI, ECSO, BOVA)
action plan, funds for implementation)

Technology is not part of long-term strategy of the
company; no coherent capability building

3. Awareness & methods. Increase Digital Leader
. programmes: stimulate training on entrepreneurial
Infrastructure is poor (external) adaptability and BIC & increase participation of
leaders and employee inBIC courses (Skillnet 1E)
4. Regulate. Eg mandatory cyber audit -and
facilitate process (funding, qualified auditors)
Implement. Offering blueprints/frameworks to
support SMEs in building BIC capabilities (> NICE
Us, Edison EU, SMESEC EU)
6. Build. Improve technological infrastructure to
incentivise take-up of BIC (connectivity,open data)

L
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2. Support structured skills development in SMEs

Barrier

SMEs do not have a dedicated HR and Learning &
Development dpt

Can't articulate exact BIC-skills needs; lacking
understanding of capability & competence
development (roles etc)

Difficulty to assess guality and fit for purpose of
training offers; Training offers miss a reference to
common accepted framework

Can't make an informed make-or-buy decision; too
dependent on suppliers

Issues related to training offers and access (see #3)

Actions

Promote blueprints, practical frameworks and tools
that support SMEs to build a smart (HR) strategy
(>Integrated Cybersecurity Process Model IE), incl
tools to support recruitment, hiring, development

Facilitate self-assessments to enable SMEs to
detect skills gap in their organisation (>various
such as in Cyber self-assessment organisation

VOICE DE, Cyber-aptitude test ind, Skillnet IE)

Research the possibility of quality labels so SMEs
recognise value of a training (e.g. can compare and
trust the quality) (> Trusted Cloud (DE), Industry-
led training QL (EC) a.0.)
Involve SME associations and EU-PPPs to accredit
and rmonitor

Menitor market trends and inform (esp. IT-using)
SMEs (> Vendor Observer Competence
Center/VOICE DE)

L 4

3. Improve access to guidance
strenghtening ecosystems

Barrier

= Not all SMEs well-embedded/connected to ‘digital
hubs’ or ecosystems or in value chain with larger
companies

and training & " g

Actions

Provide every SME with nearby support;
continue/intensify initiatives:
At EU and Nat. Level (generic): via investing in eg
Digital Innovation Hubs
At regional and local level (focussed on one
technology or value chain): Brainport
Cyberresilience, Big Data Emilio-Romagna,
Smart071 (ioT), Smartcities
Increase avallability of offers (>action #4)
Stimulate knowledge exchange between hubs and
incentivise re-use/scale good practice; develop a
map with access points to improve transparency

Stimulate collaboration between hubs and education
system to better tailor to needs (> RISE SE)

Mabilise accelerators/downstream actors to promote
(chambers, associations etc) (=Mittelstand 4.0 DE,
and others)
Research the role of insurance companies and
accountants
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4. Tailor education and training to SMEs’ needs [ g

Barrier Actions

Education/Training offers: 1. Tailor education/training to SME needs:

* Do not have the right content + Modular, blended, not necessarily during business
(too generic, not specific for the context of a SME nor hours, Innavate methods (eg gaming). Soft+hard.
for the market it operates in, not actionable/practical + Dedicated focus on BIC, and include management
enough, not part of a greater picture) and specialist, co-create content & form (>various

good practice)
= Do not have the right format Practical, include the value chain, and include
(not balancing different forms of training (blended), concrete examples, plain/own language
not in own language, not innovative)

-

2. Stimulate collaboration between SMEs and
= Are too expensive education to better tailor to needs (>RISE SE, PET
ML)

3. Data. Monitor /research offers and take-up to
increase understanding of needs (>CPD in IE) and
detect gaps in offers & availability (geographically)
Research motives/ways of SMES to participate in
training.

5. Increase overall supply of resources " g

Barrier Actions

1. Design EU-wide mechanisms to recognise skills
Shortage of supply of BIC expertise acquired through informal and non-formal training
(> badging BDVA) & harmonise certification for
diploma and specialties (>ECS0)
2. Research where ‘lateral entries to IT' come from,
and how career switches can be facilitated (>

Highly competitive labour market, especially for SMEs

* Retention Cyber-aptitude test for individual Skillnet IE)
3. Stimulate internships to provide students with
= SMEs focus on informal learning on the job which is practical experience and SMEs with potential
not recognised and hinders career progress employess (> DE, others)
4. Upgrading teachers’ skills and teaching facilities
= Ageing workforce 5. Increase focus on BIC in higher education {and
address different target groups), in VET, in schools
= Shortage of teachers 6. Innovate educational programmes (co-creation,

badging), maobility of scarce experts (>RISE SE)
7. Make IT professionals more business wise: integrate
non-tech skills in tech curricula
8. Make other professionals more tech-savvy:
integrate BIC modules in non-tech curricula
(=NYCyber) or offer to graduates for free (=Emilio
Romagna IT)




6. Decrease financial constraints

Barrier

Limited financial resources (costs for training)

Indirect costs (impact on productivity/missed
revenue)

Unclear return of investment
Access to and/or availability of funding

Too dependent on external suppliers

Actions

Apply cost-sharing models (>Skillnet)

2. Make certain programmes free of costs {>Emilio
Romagna pilot IT)

3. Stimulate voucher schemes for fostering BIC skills
development (=various, eg Finland, Flevoland NL
for training, or for Cyber-audits via insurance
companies)

4. Facilitate joint procurement - shared services via
platforms/hubs {Brainport ML)

5. Tlustrate the business case & good practice

6. Increase transparency rgd access to funding

7. Monitor market trends and inform (esp. IT-using)
SMEs (> Vendor Observer Competence
Center/VOICE DE)

Clear commitment needed from policymakers and
education sector to fund this.
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