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Introduction:
Supporting specialised skills development: big data, Internet of Things (IoT) and cybersecurity for SMEs
is a two-year initiative, initiated by the European Commission and the Executive Agency for Small and
Medium-sized Enterprises (EASME), and managed by a consortium of Capgemini Consulting,
Technopolis Group and the European DIGITAL SME Alliance. This initiative aims to analyse and support
SMEs’ skills development for big data, IoT and cybersecurity. This initiative will develop a vision,
roadmap and monitoring mechanism that can help SMEs to advance skills development in the
aforementioned areas.
The consortium initiated a comprehensive data collection on the state-of-play of major technological
and market trends concerning big data, IoT, and cybersecurity and the take-up by SMEs in Europe as
well as the strategies, policies and initiatives in the EU and the United States related to this subject.
This leads to preliminary insights on the extent to which SMEs are able to adopt new technologies,
their skills needs, the barriers they face and how they approach skills development.
A series of expert workshops are organised within the context of this initiative to validate findings and
to collect input for the design of a shared vision on skills development for SMEs. This workshop was
the fourth in a series of six, and its conclusions are summarised in this report.
The purpose of the workshop was to validate the key findings of the interim report in discussion with
experts in the area of cybersecurity, IoT and big data and to gain new insights from best practice
examples. The fourth workshop focused in particular on 1) cybersecurity by showcasing a “frontrunner
SME” and on 2) big data through three best practices ranging from regional government-industryacademia collaboration to European public-private partnership to university collaboration.
Sebastiano Toffaletti, Secretary General of European DIGITAL SME Alliance, as the host and coorganiser of the workshop, welcomed the participants and set the scene for the discussion. He pointed
out that SMEs seem to have generally understood the need to upskill. Cyber threats are a threat for
business continuity. The financial damage caused by cyber-attacks can have a profound impact: it is
even estimated that 60% of (US) SMEs that were victims of cyberattacks did not recover and had to
shut down within six months. A main motivation to skill up in the area of cybersecurity should thus be
survival and this could perhaps serve as leverage to increase the skills level. Further, the European
Commission pointed to the outcomes of the Future of Work conference and the work of the High-level
group on the impact of the digital transformation on EU labour markets. Further output should be
expected from those initiatives in the near future. The aim of all the programmes and ongoing
initiatives is to feed into the new financial framework of the EU to support a joint vision and roadmap.

State-of-play regarding skills development by SMEs on Cybersecurity, IoT and
Big Data: understanding barriers that hinder skills development
After a tour-de-table to allow participants to introductions and a general introduction of the initiative,
the project lead Niels van der Linden (Capgemini Invent) introduced the agenda of the day (annex 2).
Then he presented the opportunity analysis, current state-of-play as regards adoption of these
technologies by SMEs and a comprehensive analysis of barriers that are currently preventing SMEs to
deliver on the potential of these technologies. This presentation resulted in a vision statement and
seven key lines of action that need to be further detailed in a roadmap moving forward.

Towards a vision on skills development in SMEs as regards Cybersecurity, IoT and
Big Data
It is important to realise that skills development is part of an underlying strategic approach: why the
adoption of these technologies is beneficial for a company, where/how it should be applied, and how
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this capability could be developed over time. From that decision, it becomes relevant to understand
which competences are needed to build that capability, who should be carrying out a role, and if there
are employees that are qualified to take up that role.
Figure 1. Vision statement and overall supporting measures needed

For each of the seven supporting measures, the consortium brought forward specific actions required
to realise this ambition. Each action tackling one or more of the current barriers that hinder SMEs in
adoption of these technologies and skills development. These actions can be found in the Annex of this
report and in the presentation that is online: https://www.digitalsme.eu/skills_publications/ .
We explicitly ask participants to further share their views on these roadmap actions and the vision
statement. Please contact niels.vander.linden@capgemini.com .
During the lively discussion, several points were made to further strengthen the following:
• On skills development, KU Leuven raised the point that soft skills are very important for those
with ICT skills while EuroCommerce mentioned that we need to start the discussion already in
early education.
• Regarding the availability of resources in SMEs, participants pointed to a structural problem:
Only relatively large SMEs can afford having one full time staff doing IT – if they are smaller,
they will outsource. Several participants raised the point that SMEs cannot be forced to train
their workers, as they do not have the resources to do so. Employees already need to be
skilled when hired. As a provider of specialised training courses, Data Science
Academy/University of Southampton stated that it was challenging to find people willing to
sign up to training courses, despite the evident skills gap – lack of resources could be an
explanation.
• On the availability of training or certification in cybersecurity, a main focus is traditionally to
work on the demand side, i.e. how to convince SMEs that they need to strengthen
cybersecurity. However, participants also stressed the importance of the supply side – e.g. an
expensive cybersecurity training is a heavy burden for SMEs. Means should be sought to
compensate (either the providers of the training or the SMEs).
• Further, the participants pointed out that security does not generate money. SMEs will not be
interested in cyber security as such, but they want to know about productivity. Thus, cyber
security needs to be presented rather as a means to a solution – more investment in increasing
productivity. This would require a change in the narrative.
• As a practical example of how an initiative could be linked to “generating money”: Stichting
Platform Bètatechniek provided hands-on examples of pilot programme interventions done in
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The Netherlands working with practical support on digitalisation and automatisation – e.g.
with helpdesk support to reduce the barriers for employers to learn and providing concrete
advice to increase labour productivity, e.g. of a hairdresser salon by simple solutions like
having a website to manage customers (see: https://www.pbt-netwerk.nl/).
In the discussion, participants brought up several other solutions to raise more awareness or
change the narrative. One solution: Take managers along to cyber trainings to ensure that they
understand the issues at stake and not only their staff does (which works well in Skillnet
Ireland). Another solution: Improve access and strengthen eco-system, including, e.g.
insurance companies or accountants as they have regular contact with SMEs and can help to
trigger awareness.
Change of narrative via “marketing” solution: E.g. follow example of Finland free course on AI:
this had a largely positive impact and could also be done for cybersecurity and the impact could
be large if done together with media. The focus should in any case be on the ‘believers’ who
lead by example and might be able to convince those that are unaware, lazy or ‘ostriches’.
One participant brought up the topic of changing the approach from a skill focus to a more
general strategic approach developing the industry: A European ICT industry could build its
own capacity by e.g. turning to Linux, instead of relying mainly on imported solutions.

Pragmatic approaches for better information security skills
A presentation by Steffen Mauer, Chief Information Security Officer at MoveTech

Steffen Mauer shared his experience as Chief Information Security Officer at MoveTech, an IT security
SME based in Germany, which can be considered a “frontrunner” SME. MoveTech actually employs 3
former hackers and provides with their customers with a pragmatic approach through know-how from
the actual hacker scene. His main messages included to focus not on creating more standards, but on
successful implementation and application of existing cybersecurity standards. Further, he criticised
the focus on “hyper trends” instead of real issues. Based on his general observations as a practitioner
and expert, he developed five necessary steps to improve cyber security:
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Moreover, he pointed to an important distinction that should be made between traditional IT and
information security, as those two areas should be separate, but often are not:

Furthermore, in his conclusion, Steffen developed a general vision on how the cyber security skills gap
and cyber security resilience in society could be enhanced via measures across education, economy
and politics.
Some further points raised in the discussion:
• A lot of standards in ICT security and cyber security are already available – so no need for new
standards but on getting the adaption right, also with tailored ones for SMEs.
• Real-world hackers are not “polite”. So, this should be taken into account in the recruitment
process and for the work environment. Cyber security requires a different mindset. SMEs and
companies in general should work with a “bonus system” or contests to hack systems.
Recruiting could also be done from the darknet, but also at universities as there are many
students who are interested in ICT, but perhaps do not see the interest in cyber security yet.
• Another option to tackle the cyber security problem could be to move towards regulation
similar to GDPR. However, regulation would impose additional burdens on those companies
who are already the victims. Thus, this is perhaps not the right approach, rather something like
the open industry exposure as in the aviation industry could be useful.
• Important to integrate women and disadvantaged groups in the pool.
• The pool of cybersecurity talent is larger than we think: for some roles top-notch talent is just
not required; this pool of ‘green talent’ can be tapped into via eg a cyber security aptitude test
– as the example of Skillnet Ireland shows.
• For a more holistic approach, one could follow a model like mitre.org in US, which feeds into
a pool of experts.
• Hacker contests in early education would be useful, or contests bringing young people closer
to IT related activities in general (e.g. assembling PCs, building their own equipment).

Concrete actions for developing data skills within SMEs
6

Presentation by Ernestina Menasalvas, University of Madrid and Lead of Big Data Value Association (BDVA) Task
Force 9: Skills and Education

Ernestina Menasalvas presented ongoing work of the Big Data Value eCosystem Project (BDVe) project
in collaboration with the BDVA Skills Task Force. BDVe provides coordination and support for the
current and future H2020 projects within the Big Data Value Public-Private Partnership (BDAVA). The
goal of BDVA is to provide a framework for the recognition of skills in data science. Ernestina explained
government structure of the BDVA and how it is set out to develop an Innovation Ecosystem that will
enable a data and AI-driven digital transformation in Europe.

Ernestina stressed that BDVe cannot transform the Skills and Education landscape of Europe alone,
thus a key principle of project is a strong emphasis on collaboration with existing initiatives to build on
their progress and work in partnership. The project links National BDV Centres of Excellence to foster
collaboration and support the establishment of new centres. To provide targeted access to offerings
concerning European universities' data scientist and data engineering programmes, the Big Data Value
Education Hub was established to facilitate knowledge exchange on educational programmes.
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Among the concrete initiatives and projects, BDVe is developing a framework for recognised skills for
big data professionals on the basis of badges, which can be integrated in CVs, LinkedIn, etc.:

As badges can help to simplify the evaluation of a job candidate’s data science skills, this brings benefits
to SMEs as they need to spend less resources and time on evaluation. Further, badges allow the
comparison of candidates with different training backgrounds, to provide access to evidence of the
acquisition of data science skills and facilitate the verification of credentials, among others.
Some comments/questions raised during the discussion:
• During the discussion, the relation of the data skill profiles, the different badges and ICT
profiles and the connection to the existing e-CF framework was discussed further. Further,
participants wanted to clarify if the issuing of the badges would be linked to e-CF profiles. It is
– as the work builds on the Edison project that also links to e-CF.
• The participants brought up the question if the capability of data scientist would be tailored to
provide value from a business perspective. Data scientist profiles could be very general but
might only bring added value if such profiles also have knowledge on the specific industry
where they’d like to work. E.g. could there be a training for healthcare related data scientists?
A big challenge would be about being business savvy at the same time.

Big Data Strategy in Emilia Romagna
Presentation by Nicolò Pranzini, ASTER - High Competences and Startup Unit

The big data strategy of the Emilia Romagna relies on a smart specialisation strategy based on the
analysis of the regional economy in the Emilia Romagna region, which relies on different sectors: agrifood (16,7 %), building and construction (18,8 %), mechatronics and transport (18,2 %) as well as
emerging areas with high growth potential (8,9 % health and well-being and 6,9 % cultural and creative
industries). The ASTER consortium brings together the regional government, 6 regional universities as
well as research centres located in the region, and the regional system of chambers of commers.
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Research and competences in big data and artificial intelligence were identified as starting points for
policy innovation:

This strategy would be implemented by creating the infrastructure, providing skills in human capital
and SMEs and following a strategic plan supported by governance. The vision is led by the overall
theme “from volume to value”, thus building on available data and brining synergies and efficiency via
data analysis.

The Big data Innovation-Research Excellence (BI-REX) includes setting up a public-private center
assisting SMEs in adopting Industry 4.0 enabling technologies through technology advisory and
assessment, design and validation of innovative solutions, and training.
Some comments/questions raised during the discussion:
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The participants raised the question whether SMEs in the region actually understand what big
data means and what benefits it could have for their business. Understanding the potential is
crucial.
The presented strategy builds on branding the region as a big data hub – thus the
communication tools used can help them understand. SMEs know they need to grow, so they
look for knowledge, but perhaps the real understanding and awareness is not there yet.
One further point raised was the relationship between the big data centres and industry.
Currently, the strategy is built on academia and research, without strong links to the industry.
For instance, to build the structures of those data centres, it is necessary to use microelectronic components, which European players and industry does not produce. Therefore, a
lot of the funding invested in these types of initiatives might benefit large existing companies
from outside the EU, instead of strengthening the local or regional industry.
Micro-electronic funding programmes could be a way to tackle this issue.
Another aspect discussed was the regional economy to benefit from this, as well as issues of
data quality and involvement of smaller companies versus large players.

Data Market Services: tailored support for SMEs
Presentation by Manuel Leon Urrutia, Data Science Academy, University of Southampton

Manuel Leon Urrutia presented the initiatives of University of Southampton and other partners under
the Horizon 2020 project “Data Market Services”. The aim of Data Market Services is to support the
European Data Market by providing free support services to data-centric SMES and startups. To
overcome the barriers of data-centric SMEs and startups in Europe in data skills, the project develops
entrepreneurial opportunities, helps overcome legal issues and standarisation thanks to the provision
of free support services.

The project has developed an integrated approach moving from scouting the SMEs/start-ups to
providing support services to help in the “going to market phase”. The project provides access to a
network of investors and support in the incubation phase, including mentoring and training.
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Some comments/questions raised during the discussion:
• The discussion focused on how to invest in reducing barriers in SMEs for continuous learning.
• Further, it discussed how big data could play a role to enhance effectiveness, e.g. by tracking
how participating a course changes behavior of students and examining if they are more likely
to continue studying if they succeed a certain course.

Conclusions & Next steps
The various presentations offered ample room for discussion amongst the experts to further deepen
the insights of the current analysis as well as providing suggestions for activities in the coming months.
This has brought forward valuable input for the study and at the same time participants were able to
exchange experiences and learnings to help their respective activities.
The next workshop will be on 21 June and 19 September 2019 and the final conference of this project
will take place in October 2019.
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Annex A. Vision and supporting measures
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